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Abstract

Blockchain technology apparently is a trivial innovation, but this technology has attracted huge
investors in a very short period compared to other technologies, and it is still having a lot of
potential applications. Smart contracts are making possible execution in an automated and
safe way by using blockchain technology. Therefore, smart contracts are applied in this rescarch
for the expert system. This paper is about an expert system working with smart contracts
and neural networks as the inference machine to decide on the sensors optimal distribution
and taking actions when sensor readings are out of range: control lights, activating fire alarms,
temperature alarms, cte. for all spaces (parks, schools, hospitals, etc.) in a smart city based on
the needs, and likes of the expert system user. This expert system works using a blockchain
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This is an Open Access article published by World Scientific Publishing Company. It is distributed under the terms of the
Creative Commons Attribution 4.0 (CC BY) License which permits use, distribution and reproduction in any medium, provided
the original work is properly cited.
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structure on the EOSIO ecosystem with all data gathered by the sensors being saved in cloud
online making internet of things environment and essential data saved in a blockchain node.

Keywords: Blockchain; Expert System; Smart Contract; IoT (Internet of Things).

1. INTRODUCTION

Blockchain technology!? started its success with
the creation and launch of Bitcoin in 20093*
although initially it was not intended to be useful
other than for validating payment transactions,>*°
that is why Bitcoin did not implement additional
features rather than those that had to do with its
only functionality that was secure transfer. How-
ever, while time goes by and with the importance
that Bitcoin has developed throughout the world,
people realized that the advantages in security,
integrity, and decentralization of blockchain could
be exploited for other usages such as smart con-
tracts, initially used on the Ethereum platform.!!:!2

Although this innovative technology is relatively
new compared to others with the same impact as
the Internet or personal computers, it has caused
disruptive changes in the way of producing tech-
nologies and managing finances, as well as in multi-
ple other applications.!®2? In essence, blockchain is
an incorruptible digital book that records all kinds
of transactions, whether financial or anything else
that has value. This book is protected with crypto-
graphic algorithms and is copied to each node that
makes up the network, allowing its management to
be decentralized.

What makes blockchain to be so important is
that it eliminates intermediaries for any type of
operation that we want to perform through a com-
puter, allowing us to become independent of agen-
cics or authorities in which we had to trust. What
happens is that the transactions are validated by
consensus automatically by the network users, and
once validated, each transaction is protected by
cryptography and linked to the previous transac-
tion through the blockchain.

One of the most important blockchain-based
projects due to its magnitude is EOSIO?:?2 as it
goes beyond all its predecessors, emulating most
of the computer and software attributes designed
for the development and exccution of decentralized
applications in a scalable way. Although there is still
a long way to go, EOSIO already allows to build and
deploy these types of applications on its platform,
therefore, we decided to use this platform.

The main purpose of this study is to develop an
expert system?>26 able to do two smart actions:
(i) recommends the sensors distribution in spaces,
either in smart cities or domotic houses (temper-
ature, humidity, lighting sensors, etc.); (ii) take
smart actions when sensors readings are out of
range cither control light intensity, turn on/off
lights, activate alarms for fire sensors, etc. Data are
stored and managed on a data-base with semantic
searches?” on a web page, to achieve the benefits
of the concept of the internet of things,2*3? and
sensors coordinates are saved in the EOSIO plat-
form in a EOS node to promote the use and mass
adoption of this expert designer system. This expert
system is intelligent since, being assisted by a neu-
ral network and smart contracts,>~** it learns how
to make better recommendations as being used. The
neural network consists of a Deep neural network of
72 layers using Kalman filters and the smart con-
tract using the EOSIO platform, the deep learn-
ing performance is not shown in this paper since it
deserves a deep analysis that it is not the core of this
paper.

This study is also useful to analyze, through its
use by diverse handlers on the web, the capacity of
the EOSIO platform as a driver of applications in
general. An Ad hoc application was developed for
this purpose in this study.

It should be noted that one of the attractive
points of this work is not only the expert gystem

itself but in addition to that, it is the blockchain
technology with the onc it was implemented, let-
ting the system to be decentralized and to promote
the massive adoption of this expert system and thus
take advantage of the popularity that this new tech-
nology posscsscs by itself.

2. METHODOLOGY

There are different methodologies to carry out the
development of software. In this work, we described
the incremental evolutionary development tech-
nique used; Incremental methodology refers to
building the product in increments, one piece at
a time.* The process is shown by a diagram in

2150036 2
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Fig. 1 Incremental methodology for the development of the expert system.

Fig. 1 and the activities are described as follows:

(1) A general review of the new technologies to be

(2)

used, in this case, is the entire ecosystem. Since
EOSIO blockchain is in constant development,
it is very important to keep updated to avoid
incompatibility with the different versions.
Download and installation of EOSIO software
and development tools (CDT), as well as the
detailed review of documentation and testing
to know the limits of programming on this plat-
form, both in performance and in size and type
of programs that can be run.

Software development starting with the cre-
ation of the smart contract with the rules that
provide the operation of the expert system,
duly specified so that they can interact with
the antside once the contract is deploved in the
blockchain.

Appropriate table fields and types definition
for the expert system database to store data
and keep record of all the queries made by
the users and its annex to the smart contract
for its deployment in blockchain to corroborate
its correct operation, if what was expected is
what is gotten then go to step 5, if not return
to step 3.

Development of the user interface considering
two main aspects, the first: is to build an
interface that allows users to intcract with the
application easily, defining the output formats
that the application will have, and; the second
point will be to connect the web browser with
the EOSIO blockehain so that the latter can

respond to the different requests made from the
application.

(6) Once the previous steps have been completed,
the functionality of the application is verified,
and if there are no details to solve, the work can
be finished.

3. EXECUTION

Different and diverse tests were performed before
starting the development of this expert system and
blockchain. These isolated tests were performed to
obtain information on what type of functionali-
ties could be obtained from the blockchain. Some
examples of this are the creation of actions that
can interact with the blockchain outside, the user’s
validation and the creation of tables for storing
information within the chain itself.

3.1. Creation and Deployment
of the Smart Contract

For the smart contract creation described in step
3, a class was created in C++ following the spec-
ifications so that it can be recognized as a smart
contract when compiling it with eosio-cpp; which
is the compiler provided by the development tools,
the code template is shown as follows:

#include <eosiolib/eosio.ipp>
using namespace eosio;
class name_class : public contract {
public:
using contract::contract;
[eosio::action]]

2150036-3
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void function(argument type) {
// Actions for the Smart contract}};
EOSIO_DISPATCH (name_contract, (action)).

The following important points must be high-
lighted from the previous template (the Linux com-
mand lines of the EOSIO ecosystem are presented
in quotes and bold letters).

(1) The “eosiolib/eosio.hpp” must include the
library for the proper use of the EOSIO
blockchain functions.

(2) It is important to inherit the content from the
“contract” class to use its properties for the
smart contracts.

(3) The “[[eosio action]]” label must be
included for each function that will interact
from the blockchain outside, these functions are
known as actions.

(4) The “EOSIO_DISPATCH  (contract-
name, (action))” directive must be included
so that the compiler can generate the files
required by the EOSIO blockchain.

From this point on, the generation of the rules
is like their implementation in any other object-
oriented programming language. Once the rules
have been generated, the structure that will store
the facts that will be useful to the expert system
is created and the table that will store the queries
made by the users is created. This table is a struc-
ture that allows storing data in the chain of EOSIO
blocks, the data storage structure is shown in the
following code:

struct [[eosio::table]] table_name {
uint64-t key;
data type;
data type;
data type;
data type;
uint64._t primary key() const {return key;}
}
typedef eosio::multi_index<"nickname” 1, table_
name> type-nane,

Some important points must be highlighted from
the data storage code in the blockchain:

(1) The “[[eosio:: table]]” label should be placed
to specify the compiler that this structure will
be used to store data in the blockchain.

(2) A data type “uint64_t”, must be specified as
a kev to identify each new set of data entered.

(3) The “primary_key ()” function must be spec-
ified to retrieve each set of elements in the
blockchain.

(4) The new type of data must be defined with the
specification “eosio :: multi_index”.

Once the program is finished, it is com-
piled using the following instruction: *“eosio-cpp-
on_contract_name.wasm contract_name.cpp
— abigen”. After obtaining the files generated by
the compiler, for its deployment it was necessary to
carry out the following steps:

(1) Create a wallet: “cleos wallet create —to-
console”.

(2) Unlock the wallet: “cleos wallet unlock”.

(3) Create keys for the wallet: “cleos wallet cre-
ate_key”.

(4) Import the main EOS key: “cleos wallet
import”.

(5) Create a test account: “cleos create account
eosio account_name KEY _PUBLIC”.

(6) Create an account to host the smart con-
tract: “cleos create account eosio NAME_
CONTRATO KEY_PUBLICA -p eosio @
active”.

(7) Finally deploy the smart contract: “cleos
set contract contract_ name DIREC-
TORY_CONTRATES /contract_name -p
account_name @active”.

3.2. Creation of the User Interface
and its Connection with the
EOSIO Blockchain

After the corresponding tests to corroborate the
correct operation and when no failures were found,
the user mterface was developed, it was defined as a
web application. Therefore, the NodelS framework
was used for the development of the backend of the
developed website and the eosj libraries were used
to communicate to the web browser with the EOSIO
blockchain, and that only by pressing a button from
the web browser the data was sent from the appli-
cation to the blockchain, making this process trans-
parent to the user. The instructions for the use of
eosjs within the backend can be observed with the
creation of the user interface code and its connec-
tion with the EOSIO blockchain that is shown as
follows:

const {Api, JsonRpe, RpcError} = require(‘eosjs’);

const JsSignatureProvider = require(‘cosjs /dist/
cosjs-jssig’);

2150036-4
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const fetch = require(‘node-fetch’);
const {TextEncoder, TextDecoder} =
require(‘util’);

const defaultPrivateKey = active_key

const signatureProvider = new
JsSignatureProvider ([defaultPrivateKey]);

const rpe =new JsonRpc(‘http://127.0.0.1:8888",
{fetch});

From the previous code the following is high-
lighted:

(1) Eosjs requirement in; require (‘eosjs’).

(2) Definition of the activator key, to access the
blockchain.

(3) Specification of the endpoint in which the
queries are made.

The transparency of the interaction between the
web browser and the EOSIO blockchain is achieved
thanks to the fact that functions defined by the pro-
grammers of the blockchain are found in the eosjs
library. Allowing its use, without needing to define
them. The following code shows the template for the
execution of actions/transactions in the blockchain
from the browser:

(async () => {
const result = await api.transact({
actions: [{
account: ‘contract-account_name’,// 2
name: ‘action_to_run’, // 3
authorization: [{
actor: ‘user_name’,
permission: ‘active’, // specifies
that permicsion is required
H
data: { // 4
name: data,
name: data,
name: data
b
]
b Ao
blocksBehind: 3,
expireSeconds: 30,
Ok

console.dir(result); // the results are printed

HO;

From the previous code the following points are
important:

(1) Specification of the asynchronous “trans-
act” function from the eosjs api in “await
api.transact”.

(2) Specification of the account name.

(3) Specification of the action to be executed.

(4) Specification of the data that the required
action will use.

Despite the important parts that were listed in the
previous point, the other elements must be kept as
described, since they all prove to be essential for
the execution of any type of smart contract. Once
the backend was finished, the frontend development
was done using html and css, to make it visually
attractive.

4. RESULTS

The execution of a local node can be seen in Fig. 2.
The results are shown by the terminal and in these,
the actions performed on the blockchain as well as
other relevant data can be observed. This fact is
important since this node is where all the smart
test contracts and the final expert system contract
proposed in this investigation are assembled.

Figures 3a—3c show the results of the smart con-
tract registration within the blockchain, which is
the engine of the expert system and the neural net-
work proposed. The results are displayed in a self-
generated text file. To reach this result, the cor-
rect compilation of the smart contract code must
be done first.

As mentioned above, the proposed expert sys-
tem can be used through a web browser. In Fig. 4,
the main view of the application’s user interface is
shown with all the fields that must be filled in to
perform a query.

Fig. 2 EOSIO bLlockchain running loeally.
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Fig. 3 (a) Registration of the smart contract in the blockchain. (b) Registration of the smart contract in the blockchain.

(¢) Registration of the smart contract in the blockchain.

Publishing contract...

. s e

1448 bytes 6%7 us
- # €osio <= eosio::setcode

cleos set contract si.exp /hcme/ricky/contracts/si.exp -p si.explactive
Reading WASM from /home/ricky/contracts/si.exp/si.exp.wasm...

executed transaction: dbl3f144bcat9720c78d745e32a322fachbf9f5da5e4451dédébf85fecdb3530e

{"account":"si.exp", "vmtype":0, "vmversion":

0,"code":"0061736d0100000001390b60027£7e006000017£60027£7F. ..

LA 20810 <= eQsloni:setanl

‘{raccountTiTsl.expT, "dbiv:

"3eE56L73606£3a3a61620222312:30000102688900010475723657204€€1€4€50100000000. ..

* warn

20618-12-05T00:18:52.518 thread-0 main.cpp:487

print_resuwarning:

transaction executed locally, but may not be confirmed by the network yet

Fig. 4 The main view of the application’s user interface, the query is made here.

The expert system saves the coordinates data of
the sensor distribution of the smart city in an EOS
node with blockchain technology. These coordinates
can be retrieved by the expert system at any time
with a query done by the expert system user, but
the purpose of the expert system is not only to
optimize and propose the distribution of the sen-
sors but also to optimize the usage of the sensors
for the smart city, for example: save power when
lights are not required and regulate the intensity,

set alarms on when fire sensors are activated, set
temperature alarms on when temperature sensors
are activated, etc. The expert system is smart since
it is using smart contracts on the EOS platform to
take smart decisions about the best choice of sen-
sors for each space (parks, schools, buildings, etc.)
and to active control if the case, alarms and actions
when sensors are out of a regular range, regarding
the expert system databases: there is a database in
a EOS node saving the coordinates of the sensors

2150036-6
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Fig. 5 (a) Expert system query result showing a proposal for each space (a park in this case) (b) Expert system query
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Fig. 6 Operation scheme of decentralized applications.

and another database in the internet cloud saving
the general information of the users and the expert
system. When coming to the 5g internet technology;,
sensors will become common in usage by all people.
Therefore, smart cities as well as smart contracts
can be a reality.

Figures Ha and 5b show the second view of the
application interface where you can see the results
of a query made. Both views are linked since the
first leads to the second. In Fig. 5a, the proposed
quantity of sensors for a park is shown. Also, the
proposed quantity of sensors for all the spaces of
the smart city can be shown. In Fig. 5b, the 3D
location for all sensors of all spaces (park, schools,
hospitals, ete.) can be shown. This cau be useful (o

locate sensors or install sensors. The expert system
is a shell (a prototype) doing the proposals with
a minimum learning based on an initial database,
but more learning takes place when the users intro-
duce more information, this is the basic concept
as human beings learn since birth but knowledge
increases along the time.

Finally, all the actions and components that
are performed when using the proposed appli-
cation are exemplified by a scheme in Fig. 6,
such a process must be followed in all EOSIO
based platform applications, since one of the key
points is security. Therefore, certain guidelines must
be followed for the proper development of such

applications.
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5. CONCLUSIONS

In this study, two relevant topics were addressed: (i)
the development of an expert system for house spec-
ifications design that can be executed in a decen-
tralized way through a smart contract and (ii) this,
through a blockchain platform, both fields (expert
systems and blockchain) still have much to explore.
However, with their current capabilities, they are
already revolutionizing the way people do things.
The functionality of a node of the EOSIO plat-
form was tested, achieving satisfactory results with
the minimum RAM requirements (8 GB). The cor-
rect deployment of a smart contract on the EOSIO
platform was also achieved, proving that the con-
tract may have functionality errors, but if eosio-cpp
compiles it correctly, it will not mark an error
when deployed. User interface views are functional
to demonstrate that a viable product of an expert
system can be created and executed in the EOSIO
blockchain. In addition, a simple interaction with
the user was achieved, since the user at no time
perceives to be using blockchain technology, prov-
ing with this that these applications can turn out
to be simple but powerful.

The general objective of creating an expert
system that could be executed in a blockchain
was achieved, being able to demonstrate that the
EOSIO platform is already functional and that
it offers performance comparable to the central-
ized services provided by large corporations such
as Amazon, Microsoft, and Google. These results
could motivate more developers to start using this
technology, achieving a benefit from both parties as
the user obtains security and functionality at low
cost and the platform grows more with each new
uscr.

6. DISCUSSIONS

The development and the results obtained from the
design and creation of the expert system for the rec-
ommendation of distribution of spaces and house
sensors, with the main core of a smart contract
deployed in the EOSIO blockchain proposed in this
study could be the basis of much more powerful and
complete applications.

An expert system capable of giving recommenda-
tions for house specifications has not been explored
yet, or at least none of which implementation is
explained in the literature. Despite this, its imple-
mentation is relatively simple since it works with
the knowledge base and rules like any other expert

systems. However, what makes a difference is its
implementation with the EOSIO blockchain since
it has not been massively explored, what was done
was the most practical and useful application for
its users. Besides, it could demonstrate the scope of
the EOSIO platform.

As already stated, the proposed expert system
has no direct precedents. However, it can be com-
pared with other works that could be related

(1) In the paper “The Design and Implementation
of an Intelligent Apparel Recommend Expert
System”,%0 a design scheme of a garment recom-
mendation system is proposed to improve the
customer’s shopping ecxperience. This expert
system is well detailed and complete; however,
it is developed under traditional technologies
that are not related to blockchain technology.

(2) In the paper “Expert Systems Application In
Manufacturing”, the application of expert sys-
tems in the manufacturing process is discussed.
Although more than one expert system is men-
tioned, it does not focus on its implementa-
tion, focusing only on its use, besides blockchain
technology is not mentioned or used. 47

(3) The study of the use of expert systems in agri-
cultural production in China is addressed in
“The Research of Agricultural Expert System
based on IOT”. The use of the internet of things
for data collection using a mobile device for the
interface in an expert system is explained. How-
ever, it does not have a relation to house design,
and it does not refer to the use of blockchain for
its implementation.*®

(4) In the “An IoT Expert System Shell in Block-

Chain Technology with ELM as Inference
Engine”, an expert system for the creation of

designs, using blockchain technology is pro-
posed. This is the most comparable work to
which described in this document. It also pro-
poses the creation of an ICO on the Ethercum
platform for the financing of the project.®
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